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Project context

May 2016 — European Parliament resolution on virtual currencies
Pilot project proposed by MEP Jacob von Weizséacker on distributed ledger technology
« Starting of work planned for 2017
« To test and to build up knowledge + to build use-case
« Target audience: national and European authorities
« Target topic: finance, financial services, FinTech
 To be executed by the European Commission

Two project to be realised
 European Financial Transparency Gateway (EFTG) — DG FISMA
 DLT observatory — DG CNECT

Spring 2017 — Start of design of the idea and preparation of technical work
Summer 2017 — Administration to start the EFTG project

Autumn 2017 — Start of technical work on the EFTG project

Jan 2018 — Closing of Phase 1 of the EFTG project



Functionality
Use cases and business processes

Focus on submission of yearly, half-yearly,

Preparing a consolidated
annual financial report.

Sending to Auditor.

Making the report
public.

Logging in to the OAM
system.

Uploading to the OAM
system.

AUDITOR

Validating

Figure 1: A selected scenario (case) of publishing an annual financial report
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Sending to Competent
authority of host
Member State.

Hashing and generating
metadata on
consolidated annual
financial report.

Sending/writing the
hash and the metadata
of consolidated annual

financial report to its
EFTG node

Receiving hashed
information about
consolidated annual
financial report.

EFTG node synchronises
the received hash and
metadata of the
consolidated annual
financial report with the
other nodes of the EFTG
system.
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and ad-hoc reports.

Action

Issuer has not sent its report before (first-time reporting) and is obliged to register in the OAM system.

Issuer is preparing a consolidated financial statement under the Transparency Directive (according to ESEF).
Issuer is sending the consolidated annual financial report to Auditor.

Auditor is auditing the consolidated annual financial report.

Issuer is making public the consclidated annual financial report (e.g. on its website).

Issuer logs into the OAM system to upload consolidated annual financial report.

Issuer is uploading the consolidated annual financial report to the OAM system.

QAM is receiving the conselidated annual financial report in the OAM system.

OAM is storing the consolidated annual financial report in the OAM system.

OAM is validating the consolidated annual financial report in the OAM system.

OAM is sending the consolidated annual financial report to Competent Authority of host Member State.

OAM is hashing and generating metadata on the consolidated annual financial report.

QAM is sending/writing the hash and the metadata of the censolidated annual financial report to its EFTG node.
EFTG node is receiving the hash and the metadata of the consolidated annual financial report.

EFTG node synchronises the received hash and metadata of the consolidated annual financial report with the other nodes of the EFTG system.

The hash and the metadata of the consolidated annual financial report is available at every node of the EFTG system and the consolidated annual
financial report is accessible to all users.




Functionality

Advanced search — design
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Three perspectives: OAM, investor, curator
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XBRL files from https://www.esma.europa.eu/field-test-esef



OAM
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OAM perspective:

EFTG client simulation

Timestamp of record registration .

Date of report submission
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OAM access cloud node

sander.demeest...
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OAM has logged in

OAM can then obtain API keys required for submission onto the DLT

’ EFTG search portal ﬂ OAM cloud node >3 sander.demeest...

(3 C (0 | @ Secure | https:;//oam1.eftg.ec.europa.eu w & k EF De & » Qv m

=5 Apps Managed bookmarks NVD - National Che X Security and Privacy D SSL Research at Nor 03/01/2018 New folder 04/01/2018 D Attack mitre

Welcome

Cloud node credential management interface
API keys

Token Creation Created by

a252e3523ef158faef89f807ae08fffe5¢c358ce74e8dc35d393f8a42cfcc9c45b7aa531134bb Jan 23, 2018, 11:30:21 admin
9b9bea3acbbaefafcdc AM

Logout




OAM config file
To specify the API key

Eile Edit Navigate Search Project Run Window Help

Ny Q@' W HEM T vOvR v Qv H O ®E FIvidviivhoow v QumkAccess;E&\i’;’iﬁ

i Package Explorer B ¥ = 0 [)Mainjava U] Responsejava ) Mainjava )] Configurationinterfacejava 1)) Clientjava 1) Configurationjava 2 config.properties 2 o
11itixURL1=ec2-52-212-125-126.eu-west-1.compute.amazonaws.com: 8080
2 1itixURL2=ec2-52-212-125-126.cu-west-1.compute.amazonaws.com: 8181

i configuration 31itixAPIToken=7wPKgsSubcr2WWxgz232E

< eft 4 APIToken=a252e3523ef158faef89f807ae08fffe5c358ce74e8dc35d393f8a42cfcc9c45b7aa531134bb%%bea3acéblaefafcdc
Mg S OAMIdentifier=0AM1
12 Clientjava

6 cloudnodeURL=oaml.eftg.ec.europa.cu
[} Token java
% networking
4 [ resources
|# config.properties
4 i} - testing
& > Mainjava
4 4 xbrl
i [% Responsejava
v 4% XBRLManager.java
= JRE System Library [JavaSE-1
» @ Maven Dependencies
> & bin
&% images
> (= target

4§53 > EFTG-ClientLibrary [EFTG-ClientLibrary maste
4 8 >src

=

[ pomxml
¥ README.md

2. Problems avad Declaration & Console =2

<terminated> Main [Java Application] C:\Program Files\Java\jre1.8.0_91\bin\javaw.exe (25 Jan 2018, 19:29:48)
1cf2ee0607c8£24570£11a3950590£f8ea0d1fbfe

{"status":"ok"}

X% &EEEE~reyoy=8

72 || Writable




OAM iXBRL parsing & report submission

le Edit Source Refactor Navigate Search Project Run Window Help

v @Y P A HENM PO QA B EYEE Iy Ery 0oy~ Quick Access| || &5 | [&] 4
Package Explorer 2 Bs(e 7= J] Mainjava © [J] Responsejava  [Z] Mainjava  [J] Configurationinterfacejava  [J] Clientjava  [2) Configurationjava =| config.properties =
. ;EFTG-C"entLibraryg;L{{j SheLimy Client EFTGClient = new Client():

08>/ 51C String pathToXBRLFile = "C:\\Users\\demeests\\Documents\\Projects\\2017\\EEAP\\code\\helaba 2016.zip";
» @ JRE System Library [JavaSE-1.8]

®\ Maven Dependencies ; try {
2 bin 1
. & images ; EFTGClient.setConfiguration (new Configuration("resources//config.properties"));
7 EFTGClient.setXBRLManager (new XBRLManager()):
= target
[ pomxml

}catch (Exception e) {
[*J README.md

e.printStackTrace();
return;

}

truw L

EFTGClient.parseXBRL (pathToXBRLFile) ;
}catch (Exception e) {
e.printStackTrace();

}

try {
(EFrTeciient. submitbocument (new Date(),

new Date(), // sSub

"12345678901234567891",

"Company 4", //issuerName

"FR", // g

"BE", // c« tryOofRegistration

"Financial status report for company 4", //
// typeOfRequ
// external

"techicalStandard", //

"codeOfReporting", // codeOf

"BE", // issuerHomeState

"BE", // countrylc tification

"https://ec.europa.eu/in

fo/departments/financial-stability-financial-services-and-capital-markets-union en
"https://ec.europa.eu/info/departments/financial-stability-financial-services-and-capital-markets-union_en'
"random3", // checkSum
"signature"); // signature
}catch (Exception e) {
e.printStackTrace();

}




DLT cloud node
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> DEEUG[05-28|17:53:04] Recalculated downloader Qo5 values rtt=205 confidence=1.000 ttl=1lm0s

> admin.peers
[05-28]|17:53:10] ="sending {\"jsonrpc\":\"Z.0\",\"1d\":17572,\"nethod\":\"admin peers\",\"params\":[]}"
[05-28]17:53:10] ="g-readResp: response {\"jsonrpch\":\"Z.0\", A\"id\":17572,\"result\": [{\"id\":\"6fTabald664dd6950882b38cadf5b5ef5faf01512e020
6428d584cb0702b704766282bd9f36c4c9c9bfb9f14278533caleccefBdTecEf8E57Tb22Tb194179ad6699\ ", \"name\ " : \"Geth/node/v1.7.3-stable-4bb3c89d/linux-amdé4/gol. 9.2\", \"caps\": [\"eth/62\",\"eth/63\ "], \"net
ork\": {\"localhddress\":\"10.132.0.2:1111\", \"remotehddress\":\"10.132.0.3: 529904}, \"protocols\™: {\"eth\": {\"version\":63,\"difficulty\":10934453,\"head\ " :\"0x9367fe2efc855b8582b0ac8234a66]
Obaf49cfo09ET776aeTT6ET1I0TEELE4dE34E\ "]}
[
caps: ["eth/€2", "eth/63"],
id: "EfT7abalde64ddeS50882b38calfib5ef5faf01512e0206428d584ch0702bT704766282bd%f36c4c89cobfbof14278533caleccef8dTcf8£570L22TRL19417%adesaa™,
name: "Geth/node/vl.7.3-stable-4bb3c88d/linux-amndéd/gol.9.2",
network: {
localBddress: "10.132.0.2:1111",
remotehddress: "10.132.0.3:52990"
Yo
protocols: {
eth: {
difficulty: 10° 3,
head: "0x5367feZefci55h8532b0aei234a660baf49cfo09fT776aeT7T6L7107I8b84d834L"™,
version: -

tes32Z"}, {"name":"_ signature","type":"string"}, {"name":" returnOnInvestment”,"type":"string"}, {"name":"_ debt","type":"string"}, {"name":"_ leverage"”, "type":"string"}], "name":"setReporc3”, "outpul
"payable™:false, "stateMutability": "nonpayakle”, "type": "function™}, {"constant™:true, "inputs™: [], "name" : "ecAddress"”, "outputs": [{"name™:"", "type": "address"}], "payakle":false, "stateMutaki
view”,"type":"function™}, {"constant":true, "inputs": [{"name":"", "type™:"bytes32"}], "name": "reports3”, "outputs": [{"name": "signature”, "type" :"string™}, {"name" : "returnCnInvestment”, "type"”
:"string™}, {"name"”:"debt™, "type":"string"}, {"name":"leverage”, "type":"string™}], "payable":false, "stateMutability":"view", "type”: "function™}, {"constant™:true, "inputs"™: [{"name": "uniqueHash", "t
yvpe":"bytes32"}], "name": "getReport3”, "outputs”: [{"name":"_signature®,"type":"string"}, {"name":" returnOnInvestment”,"type":"string"}, {"name":" debt™,"type":"string"}, {"name":"_ leverage", "typ|
e":"string"}], "payable”:false, "stateMutability”:"view", "type":"function”}, {"constant™:true, "inputs": [{"name":"", "type”:"bytes32"}], "name": "reports”, "outputs": [{"name": "registration timestamp
", "type":"uint256"}, {"name”:"registration_submission"”,"type”:"uint256"}, {"name”:"LEI", "type":"string"}, {"name": "name", "type":"string"}, {"nane"”:"language"”, "type":"string"}, {"name": "registrati
onCountry"™, "type™:"string™}, {"name™: "reportId”, "type":"string”}, {"name":"regulationType", "type™: "string”} ], "payable”:false, "stateMutability": "view", "type": "function™}, {"constant™: trus, "input
s": [{"name": "uniqueHash", "type”:"bytes32"}], "name"”: "getReportl”, "outputs™: [{"name":" registration timestamp"”,"type”:"uint256"}, {"name":" registration submission"”,"type":"uint256"}, {"name":" |
I","type”:"string"}, {"name":"_name", "type":"string"}, {"name":"_language"”,"type":"string"}, {"name":"_ registrationCountry"”, "type”:"string"}, {"name":"_ reportId","type":"string"}, {"name":"_ reg
lationType", "type”:"string"}], "payable”:false, "stateMutabilicy"”: "view"”, "type": "function”}, {"constant”:false, "inpucs”: [{"name":" newEc","type":"address"}], "name": "changeEchAddress"”, "outpucs":
[1,"pavable”:false,"stateMutability”:"nonpayable”, "type":"function”}, {"constant™:false, "inputs": [{"name":"_authorizedReporter”, "type":"address"}], "name"”: "addReporter”, "outputs”: [], "payvable":
false, "stateMutability"™: "nonpayable™, "type":"function™}, {"inputs":[], "payable”:false, "stateMutability": "nonpayakble”, "type”::"constructor™}, {"anonymous" :false, "inputs": [{"indexed": false, "nams"
:"hash", "type":"bytes32"}], "name" :"EventReport”, "type": "event"}, {"anonymous":false, "inputs": [{"indexed":false, "name":"_ authorizedReporter”,"type":"address"}, {"indexed":false, "name": "blockCou
nt", "type”:"uint256"}], "name" : "NewReporter”, "type"”:"event"}, {"anonymous™: false, "inputs”: [{"indexed":false, "name":"_authorizedReporter”, "type":"address"}, {"indexed":false, "name": "blockCount™,
"type™:"uint256"} ], "name": "RemovedReporter”, "type™: "event"}]) ;

var reportsContractInstance = reportsContract.at (SMART CONTRACT ADDRESS):
// console.log(reportsContract)
reportsContractInstance.addReporter (REPORTER_ADDRESS, {
from: account
}, {err, tx hash) => {
console.log('tx sent', tx_hash);
}) ;sde@eftg-demo-vml:~/Fisma_cloudnode/back-end/script$ less deploy contract.js




Investor
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& C o (© @ https://portal.eftg.ec.europa.eu/search

L} Most Visited @ Getting Started @ Cinderella @ Cinderella/remotely @ Marc Sel Local 3\ De Standaard : Cultuu...

Se a rC h EFTG search portal Overview Search
Search reports

Report identifier
Issuer name
Issuer identifier (LEI)

Issuer country

Regulation Type All requlation types

Debt ratio between

Leverage ratio between

Return on investment ratio
between




sander.demeest...

AV EFTG search portal 21 OAM cloud node
< C (0 | & Secure | https://portal.eftg.ec.europa.eu/overview w6 kB 0O @ s Qv miiNB g & B 8 2P ba
% Apps Managed bookmarks NVD - National Cher X Security and Privacy D SSL Research at Nor: 03/01/2018 New folder 04/01/2018 [j Attack mitre

EFTG search porta| Overview Search

Overview of reports

Submission date Report ID Issuer name

Jan 25, 2018, 8:47:00 PM 65 Company 3 Download
Jan 25, 2018, 8:29:00 PM 64 Company 2 Download
Jan 25, 2018, 5:57:00 PM 63 Company 1 Download

Jan 25, 2018, 5:48:00 PM 63 Company 1 Download




Further references

* http://europa.eu/rapid/press-release MEMO-18-1406 en.htm

* https://ec.europa.eu/info/departments/financial-stability-financial-
services-and-capital-markets-union_en

* https://www.pwc.be/blockchain
* http://www.marcsel.eu



